“The Final Omnibus Ruling and what it means to your Practice”

“This final omnibus rule marks the most sweeping changes to the HIPAA Privacy and Security Rules since they were first implemented,” said HHS Office for Civil Rights Director Leon Rodriguez. “These changes not only greatly enhance a patient’s privacy rights and protections, but also strengthen the ability of my office to vigorously enforce the HIPAA privacy and security protections, regardless of whether the information is being held by a health plan, a health care provider, or one of their business associates.” 

The effective date of this Final Ruling is March 26, 2013. Covered entities and business associates of all sizes must comply with the applicable requirements of this final rule by September 23, 2013, including the modifications to the Breach Response Rule and changes to the HIPAAA Privacy Rule under GINA (Genetic Information Nondiscrimination Act). 

The Summary of the Major Provisions: 

1. Final modifications to the HIPAA Privacy, Security, and Enforcement Rules mandated by the Health Information Technology for Economic and Clinical Health (HITECH) Act. 

· Make business associates of covered entities directly liable for compliance with certain of the HIPAA Privacy and Security Rules’ requirements. 
· Strengthen the limitations on the use and disclosure of protected health information for marketing and fundraising purposes, and prohibit the sale of protected health information without individual authorization. 
· Expand individuals’ rights to receive electronic copies of their health information and to restrict disclosures to a health plan concerning treatment for which the individual has paid out of pocket in full. 
· Require modifications to, and redistribution of, a covered entity’s notice of privacy practices. 
· Modify the individual authorization and other requirements to facilitate research and disclosure of child immunization proof to schools, and to enable access to decedent information by family members or others. 
· Addressing enforcement of noncompliance with the HIPAA Rules due to willful neglect. 

2. Final rule adopting changes to the HIPAA Enforcement Rule to incorporate the increased and tiered civil money penalty structure. 

3. Breach Notification for Unsecured Protected Health Information under the HITECH Act. 

4. HIPAA Privacy Rule as required by the Genetic Information Nondiscrimination Act (GINA) to prohibit most health plans from using or disclosing genetic information for underwriting purposes. 

Definition of “Business Associate” 

The HIPAA Privacy and Security Rules permit a covered entity to disclose protected health information to a business associate, and allow a business associate to create, receive, maintain, or transmit protected health information on its behalf, provided the covered entity obtains satisfactory assurances in the form of a contract or other arrangement that the business associate will appropriately safeguard the information. The HIPAA Rules define “business associate” generally to mean a person who performs functions or activities on behalf of, or certain services for, a covered entity that involve the use or disclosure of protected health information. Inclusion of Health Information Organizations (HIO), E-Prescribing Gateways, and Other Persons That Facilitate Data Transmission; as well as Vendors of 

Personal Health Records. 

Covered Entities, Business Associates and their Subcontractors: 

· The HIPAA Security Rule, 45 CFR Part 160 and Subparts A and C of Part 164, applies only to protected health information in electronic form and requires covered entities to implement certain administrative, physical, and technical safeguards to protect this electronic information. 
· HIPAA Security Rule in Subpart C states that policies and procedures and documentation requirements in § 164.316, apply to business associates in the same manner as these requirements apply to covered entities, and that business associates are civilly and criminally liable for violations of these provisions. 
· Like the Privacy Rule, covered entities must have contracts or other arrangements in place with their business associates that provide satisfactory assurances that the business associates will appropriately safeguard the electronic protected health information they create, receive, maintain, or transmit on behalf of the covered entities. 
· Health Information Exchange Organizations and similar organizations, as well as personal health record vendors that provide services to covered entities, shall be treated as business associates; requiring HIPAA covered entities and business associates to provide for notification of breaches of “unsecured protected health information”. 
· HIPAA Security Rule requires subcontractors enter into a Contract or other arrangement to protect the security of electronic protected health information; and with respect to the reporting of security incidents by business associates to covered entities, to report to the covered entity breaches of unsecured protected health information as required by § 164.410 of the breach notification rules. 

Breach Notifications: 

The definition of a “breach” is the impermissible use or disclosure of protected health information unless the covered entity or business associate, as applicable, demonstrates that there is a low probability that the protected health information has been compromised. 

A breach notification is not required under the final rule if a covered entity or business associate, as applicable, demonstrates through a risk assessment that there is a low probability that the protected health information has been compromised, rather than demonstrate that there is no significant risk of harm to the individual as was provided under the interim final rule. 

For example, if a covered entity misdirects a fax containing protected health information to the wrong physician practice, and upon receipt, the receiving physician calls the covered entity to say he has received the fax in error and has destroyed it, the covered entity may be able to demonstrate after performing a risk assessment that there is a low risk that the protected health information has been compromised. 

In conducting the risk assessment, covered entities and business associates are to consider a number or combination of factors, including who impermissibly used the information or to whom the information was impermissibly disclosed; whether the covered entity or business associate had taken steps to mitigate or eliminate the risk of harm; whether the protected health information was actually accessed; and what type or amount of protected health information was impermissibly used or disclosed. 

Without a risk assessment following an impermissible use or disclosure, entities may be required to provide many notices each year for incidents that did not compromise the security or privacy of an individual's protected health information. 

Instead of assessing the risk of harm to the individual, covered entities and business associates must assess the probability that the protected health information has been compromised based on a risk assessment that considers at least the following factors: 

(1) The nature and extent of the protected health information involved, including the types of identifiers and the likelihood of re-identification. 

(2) The unauthorized person who used the protected health information or to whom the disclosure was made. 

(3) Whether the protected health information was actually acquired or viewed. 

(4) The extent to which the risk to the protected health information has been mitigated. 

The final rule requires a risk assessment to be performed following both impermissible uses and disclosures. However, the fact that information only is impermissibly used within a covered entity or business associate and the impermissible use does not result in further impermissible disclosure outside the entity, is something that may be taken into account in conducting the risk assessment and may reduce the probability that the protected health information has been compromised. 

Federal law states that a Covered Entity has 60 days to notify their patients of a breach, except for State laws that are more stringent than the HIPAA Privacy Rule. Florida law states that a covered entity has 45 days to notify their patients, therefore is more stringent and supersedes the Privacy Rule. The HITECH Act itself provides that a breach is to be treated as discovered by a covered entity or business associate if “any person, other than the individual committing the breach, that is an employee, officer, or other agent of such entity or associate” knows or should reasonably have known of the breach. The time period begins to run when the incident becomes known, not when it is determined that a breach as defined by the rule has occurred. With respect to a breach at or by a business associate, note that the covered entity ultimately maintains the obligation to notify affected individuals of the breach under § 164.404, although a covered entity is free to delegate the responsibility to the business associate that suffered the breach or to another of its business associates. 

A covered entity must provide notice of a breach to prominent media outlets serving a State or jurisdiction, following the discovery of a breach if the unsecured protected health information of more than 500 residents of such State or jurisdiction is, or is reasonably believed to have been, accessed, acquired, or disclosed during such breach. This media notice is in addition to, not a substitute for, individual notice. 

Covered Entities are required to have Business Associate Agreements in place for any vendor that has access to PHI. Be aware that some agreements quote Federal law and NOT state law. Agreements should clearly outline the responsibilities and liabilities to the business associate. Covered entities are encouraged to address the timing of this notification in their business associate contracts. 

Business associates are required to have contracts in place with their subcontractors as well. Agreements will clearly outline the responsibilities and liabilities to subcontractor. 

Business associates are directly liable under the HIPAA Rules for impermissible uses and disclosures, for failure to provide breach notification to the covered entity, for a failure to provide access to a copy of electronic protected health information to either the covered entity, the individual, or the individual’s designee (whichever is specified in the business associate agreement), for a failure to disclose protected health information where required by the Secretary to investigate or determine the business associate’s compliance with the HIPAA Rules, for a failure to provide an accounting of disclosures, and for a failure to comply with the requirements of the Security Rule. 

The Use of Protected Health information for Marketing and Fundraising: 

The final rule on marketing requires authorization for all treatment and health care operations communications where the covered entity receives financial remuneration for making the communications. A business associate (including a subcontractor), as opposed to the covered entity itself, receives financial remuneration from a third party in exchange for making a communication about a product or service, such communication also requires prior authorization from the individual. 

Hospitals will now be able to fundraise to certain targeted markets. For example a hospital may do fundraising for those patients who have been treated for cancer and had a positive outcome. Patients have the right to opt-out, and hospitals will have to include a notice on all fundraising communications that the patient has the right to opt-out of solicitations from a third party whose product or service is being marketed. 

Patients and their Electronic Health Records: 

Covered entities are required to provide electronic information to an individual in the electronic form and format requested by the individual, if it is readily producible, or, if not, in a readable electronic form and format as agreed to by the covered entity and the individual. We recognize that what is available 

in a readable electronic form and format will vary by system and that covered entities will continue to improve their technological capabilities over time. 

A covered entity is not required to purchase new software or systems in order to accommodate an electronic copy request for a specific form that is not readily producible by the covered entity at the time of the request, provided that the covered entity is able to provide some form of electronic copy. 

The request for protected health information should only apply to protected health information the covered entity has at the time of the request, not any additional protected health information that it obtains while processing the request. 

Covered entities are not required to scan paper documents to provide electronic copies of records maintained in hard copy. For covered entities that have mixed media, it may in some cases be easier to scan and provide all records in electronic form rather than provide a combination of electronic and hard copies, however this is in no way required. 

A covered entity is permitted 30 days to provide access (with a 30-day extension when necessary), we encourage covered entities to provide individuals with access to their information sooner, and to take advantage of technologies that provide individuals with immediate access to their health information. For covered entities that make use of off-site storage or have additional time constraints to providing access, the 30 day extension remains available for a covered entity to exercise. 

Restrictions of Disclosures for Paid Out of Pocket Treatment: 

Providers can continue to meet their legal obligations, such as disclosing protected health information to Medicare or Medicaid for required audits, we note that the statute and final rule continue to allow disclosures that are otherwise required by law, notwithstanding that an individual has requested a restriction on such disclosures. Thus, a covered entity may disclose the protected health information necessary to meet the requirements of the law. 

Under the Privacy Rule, “required by law’’ is defined at § 164.103 as a mandate contained in law that compels a covered entity to make a use or disclosure of protected health information and that is enforceable in a court of law. 

An example of how a provider can restrict information given, consider an individual who is meeting with her primary physician and requests a restriction on tests that are being administered to determine if she has a heart condition. If, after conducting the tests, the patient’s primary physician refers the patient to a cardiologist, it is the patient’s obligation to request a restriction from the subsequent provider, the cardiologist, if she wishes to pay out of pocket rather than have her health plan billed for the visit. Although the primary physician in this example would not be required to alert the cardiologist of the patient’s potential desire to request a restriction, we encourage providers to do so if feasible or in the very least, to engage in a dialogue with the patient to ensure that he or she is aware that it is the patient’s obligation to request restrictions from subsequent providers. 

If a provider is required by State or other law to submit a claim to a health plan for a covered service provided to the individual, and there is no exception or procedure for individuals wishing to pay out of pocket for the service, then the disclosure is required by law and is an exception to an individual’s right to request a restriction to the health plan pursuant to § 154.522(a)(1)(vi)(A) of the Rule. 

Notice of Privacy Practices (NPP): 

The final rule requires certain statements in the NPP regarding uses and disclosures that require authorization. The final rule does not require the NPP to include a list of all situations requiring authorization. Instead, the NPP must contain a statement indicating that most uses and disclosures of psychotherapy notes (where appropriate), uses and disclosures of protected health information for marketing purposes, and disclosures that constitute a sale of protected health information require authorization, as well as a statement that other uses and disclosures not described in the NPP will be made only with authorization from the individual. 

There is also a requirement for a statement in the NPP regarding fundraising communications and an individual’s right to opt out of receiving such communications, if a covered entity intends to contact an individual to raise funds for the covered entity. 

The final rule also states that the NPP inform individuals of their new right to restrict certain disclosures of protected health information to a health plan where the individual pays out of pocket in full for the health care item or service. Only health care providers are required to include such a statement in the NPP; other covered entities may retain the existing language indicating that a covered entity is not required to agree to a requested restriction. These provisions do not require that covered health care providers create separate medical records or otherwise segregate protected health information subject to a restricted health care item or service. Health care providers will, however, need to employ some method to flag or make a notation in the record with respect to the protected health information that has been restricted to ensure that such information is not inadvertently sent to or made accessible to the health plan for payment or health care operations purposes, such as audits by the health plan. 

The final rule also requires covered entities to include in their NPP a statement of the right of affected individuals to be notified following a breach of unsecured protected health information. The statement need not be entity-specific, such as by describing how the covered entity will conduct a risk assessment, include the regulatory descriptions of “breach” or "unsecured PHI,” or describe the types of information to be provided in the actual breach notification to the individual. However, covered entities that wish to include additional or more detailed information may do so. Disclosure of Student Immunizations to Schools: 

The final rule permits a covered entity to disclose proof of immunization to a school prior to admitting the student. While written authorization will no longer be required to permit this disclosure, covered entities will still be required to obtain agreement, which may be oral, from a parent, guardian for the individual, or from the individual himself or herself, if the individual is an adult or emancipated minor. 

Addressing Enforcement: 

A covered entity must know who their Business Associates are and what is required of them. For example, protected health information stored, whether intentionally or not, in photocopier, facsimile, and other devices is subject to the Privacy and Security Rules. Therefore a covered entity must have a Business Associate Agreement with the Copier / Facsimile company if they are leasing or receive servicing from them. 

The final rule retains the policy that the 30-day cure period for violations due to willful neglect, like those not due to willful neglect, begins on the date that an entity first acquires actual or constructive knowledge of the violation and will be determined based on evidence gathered by the Department during its investigation, on a case-by-case basis. 

Categories of Violations and Respective Penalty Amounts Available: 

Violation Category –Section 1176(a)(1) Each Violation All Such Violations of an Identical Provision in a Calendar Year 

(A) Did Not Know $100 - $50,000 $1,500,000 

(B) Reasonable Cause $1,000 - $50,000 $1,500,000 

(C)(i) Willful Neglect-Corrected $10,000 - $50,000 $1,500,000 

(C)(ii) Willful Neglect-Not Corrected $50,000 $1,500,000 

(1) for violations in which it is established that the covered entity did not know and, by exercising reasonable diligence, would not have known that the covered entity violated a provision, an amount not less than $100 or more than $50,000 for each violation; 

(2) for a violation in which it is established that the violation was due to reasonable cause and not to willful neglect, an amount not less than $1000 or more than $50,000 for each violation; 

(3) for a violation in which it is established that the violation was due to willful neglect and was timely corrected, an amount not less than $10,000 or more than $50,000 for each violation; 

(4) for a violation in which it is established that the violation was due to willful neglect and was not timely corrected, an amount not less than $50,000 for each violation; except that a penalty for violations of the same requirement or prohibition under any of these categories may not exceed $1,500,000 in a calendar year. 

In applying these amounts, the Department will not impose the maximum penalty amount in all cases but rather will determine the penalty amounts as required by the statute at section 1176(a)(1) and the regulations at § 160.408 (i.e., based on the nature and extent of the violation, the nature and extent of the resulting harm, and the other factors set forth at § 160.408). 

The penalty amounts are appropriate and reflect the most logical reading of the HITECH Act, which provides the Secretary with discretion to impose penalties for each category of culpability up to the maximum amount described in the highest penalty tier. 

The goal of enforcement is to ensure that violations do not recur without impeding access to care. An entity’s financial condition can affect a civil money penalty in either direction, that is, while an entity in poor financial condition may face a lesser penalty if its financial condition affected its ability to comply, an entity with greater financial resources could be subject to higher penalties for violations, in part because it had the resources to maintain compliance.

